Security and Acceptable Use Policies

Viruses


A computer virus is a program that infects computer files by duplicating itself. A malicious individual writes a virus code and inserts it in an existing program. When the program is loaded into the computer, the virus attaches itself to other files residing in memory thus infecting them. This infection is spread further by using diskettes on infected computers and then using the same diskettes on clean computers. Because this is a common source of infection in schools, it is a wise policy to disallow students using diskettes from outside the computer laboratory. It is enforced by making the students get new disks from the teacher and keeping them in the lab or school room for their use. Some viruses are annoying while others can be very destructive such as erasing your hard drive. Some have even been found on brand new software programs or diskettes. The NS page on virus Information is found at http://www.ednet.ns.ca/educ/program/lrt/medlib/virus.htm There are almost as many virus myths as there are viruses. Check out the virus hoax and myth page at http://www.kumite.com/myths/ 

Viruses can also be downloaded from the Web or in attached files in e-mail. That is why it is necessary to have up to date virus scanners active on the school network which will detect and destroy any detectable viruses as soon as they appear. Updates to virus scanners are usually up dated every month or two - no longer than that is very safe. Even then a new virus will slip through undetected.

To find good virus scanners, go to CWS,(32-bit apps.), ZDNet,   or Tucows for reviews and downloads. Some are shareware or offer very low prices to educational institutions and most have a 30 day free trial period. When you search for the best virus scanners, keep in mind; the platform you are using(Macintosh or Windows 95), the amount of your computer resources or memory required to run the scanner in the background, and the cost.

A few of the major scanners are McAfee's ViruScan, F-Secure Anti Virus, Inoculan Anti Virus, and Norton Anti Virus.

Also see The Security Assurance Company for an objective review of security issues and programs.

Kid-Proofing Computers


Computer labs are prone to abuse by certain students either intentional or otherwise. Some of the problems encountered are trashing files, deleting icons, stealing balls from mice, etc.

To prevent tampering with files and the desktop, a desktop security program such as FoolProof by Smartstuff Software is a good one. Some others frequently used are:  Fortres ,  Consult the ratings to find others. The EDTECH listserv discussions often center around this topic. Even the best programs can usually be cracked by some students, so the teacher must be vigilant and quick to crack down on infractions of this kind. One teacher advised using your best computer students as allies and helpers in the lab so as to minimize any mischief of this kind. To determine whether a program was really good, he enlisted his best students to try and crack the code on their security programs. When they were successful, he moved onto another one.:

Protecting Kids from Harmful Information - Filters

If the computers have internet capabilities, it is advisable to have a filtering software in place for all computers on the network. This is also a frequent topic of discussion for EDTECH and computer using teacher related listservs. Some of the names often mentioned are:

Cyber Patrol
http://www.cyberpatrol.com 

Net Nanny
http://www.netnanny.com
Net Shepherd
http://shepherd.net/ 

Safesurf
http://www.safesurf.com/ 

Surfwatch
 http://www1.surfwatch.com/home/
These programs generally use keywords used in certain contexts for filtering information received by the children. Check CWS, or Tucows  to see their ratings of Parental control or filtering utilities. But this is not always effective and therefore vigilance on the part of the teacher is required.

Acceptable Use Policy (AUP)

An AUP is a document indicating to parents, teachers, and students the appropriate uses of the Internet as well as consequences for students when the AUP is violated.

Every student and his/her parent must sign the AUP if they are to use the school's computer facilities.. This is also for the protection of both teacher and school.

There are many versions of AUP forms on the WEB. These are some of the links which may give you an idea of what should be contained on these forms. A listing of many school's AUP. Many school districts have a standard AUP. If your school does not have one, you may be asked to help draft one.

Security measures in Student Publishing is discussed in the following http://www.siec.k12.in.us/~west/online/copy2.htm
Teacher Supervision

Because none of the above measures are 100% effective, the teacher is still the primary person to supervise the proper use of computer facilities. Hear this teacher from BEC on his views.

Here are some guidelines for such supervision:

1. Discuss the AUP with the students, have them and their parents sign them. Be sure to collect them and not allow anyone access to the computer lab until the signed AUP has been returned. Keep it in a safe place.

2. Discuss safety issues in using the Internet. They should never give out personal information, real name, address, telephone number, photos without the teacher's permission.

3. Ask them to inform you if they come across something objectionable.

4. If they wish to go to sites other than those indicated for the assignment, they should ask your permission.

5. Using a U-shaped lab design where all of the screens are visible to the teacher is a good idea.

6. Students must be warned at the outset that using the Internet to view objectionable material is against school rules and will be punished by some sort of sanction- such as taking away computer privileges for a period of time.

Assignment: For extra credit on your portfolio:

1. Give the name, vendor, rating, price, description or reviews of the three best :
a) virus scanners you found
b) Filtering programs
c) Securing computer desktops


2. Print out two of the best AUPs you have found
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